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Abstract: Security issues have been emphasized when mobileoadhetworks (MANETS) are
employed into military and aerospace fields. Ineadary environments, Anonymous communications
are important for many applications of the mobilé laoc networks (MANETs) deployed. A
requirement on the network is to provide unidealifity and unlinkability for mobile nodes and thei
traffics. Eventhough a number of anonymous secorging protocols have been proposed, the
requirement is not fully satisfied. A new routingofocol, i.e., authenticated anonymous secure
routing (AASR), to satisfy the requirement and defféhe attacks is being proposed in this paper. The
key-encrypted onion routing with a route secretifie@tion message, is designed to prevent
intermediate nodes from inferring a real destimatiSimulation results have demonstrated that the
proposed Novel protocol is effective with improvpdrformance when compared with the existing
protocols. The salient feature of AASR is that witerst relationships in such among nodes, there is
no need for a node to request and verify certésagvery time which reduces the computation
overheads. Meanwhile, with neighbors' trust recomaaons, a node can make objective judgement
about another node's trust-worthiness to maintenthole system at a certain security level.
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Introduction characteristics of such networks. To provide

In today’'s fast growing technologies are trusted and secure communications in
Mobile ad hoc networks (MANETS) plays an adversarial environments are difficult, such as
important role with lots of features. They are battlefields. On one hand, the adversaries
vulnerable to security threats due to the inherent outside a network may infer the information

about the communicating nodes or traffic flows
For Correspondence: by passive traffic observation, even if the
gowdhami.ktATgmail.com, communications are encrypted. On the other
Received on: November 2014 hand, the nodes inside the network cannot be
Accepted after revision: December 2014 always trusted, since a valid node may be
Downloaded from: www.johronline.com captured by enemies and becomes malicious. As

a result, anonymous communications are
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important for MANETs in adversarial recommendation and updating algorithms in Il..
environments, the random numbers are used for Finally we conclude the paper in V.
the nodes identifications and routes are Related Works
replaced. A. Anonymity and Security Primitives
The state of being unidentifiable within a set = General mechanisms that are widely used in
of subjects is defined as Anonymity. In anonymous secure routing.
MANETS, the combination of unindentifiability 1) Trapdoor: In cryptographic functions, a
and unlinkability are the requirements of trapdoor is defined on a one-way function
anonymous communications. Unidentifiability between two sets .An information collection
means that the identities of the source and mechanism in which intermediate nodes may
destination nodes cannot be revealed to otheradd information elements, such as node IDs,
nodes. Unlinkability means that the route and into the trapdoor is called global trapdoor. By
traffic flows between the source and destination the use of pre-established secret keys certain
nodes cannot be recognized or the two nodessource and certain destination nodes can unlock
cannot be linked. and retrieve the elements. An anonymous end-
In the past decade, there are many anonymousto-end key agreement between the source and
routing protocols proposed. Our focus is the destination can be possible by the use of
type of topology-based on-demand anonymous trapdoor.
routing protocols, which are general for 2) Onion Routing: This is a mechanism to
MANETs in adversarial environments. To provide private communications over a public
develop the anonymous protocols, to anonymize network. The core of an onion with a specific
the commonly used on-demand ad hoc routing route message can be set up by the source node.
protocols by a direct method, such as AODV Each forwarding node adds an encrypted layer
and DSR. For this purpose, the anonymous to the route request message, during a route
security associations have to be establishedrequest phase,. The source and destination
among the source, destination, and every nodes do not necessarily know the ID of a
intermediate node along a route. The resulting forwarding node. The destination node receives
protocols include ANODR, SDAR, AnonDSR, the onion and delivers it with the route back to
MASK, and Discount-ANODR. the source. The intermediate node can verify its
These protocols are also vulnerable to the role by decrypting and deleting the outer layer
denial-of-service (DoS) attacks, such as RREQ of the onion.Thus eventually an anonymous
based broadcasting. Due to the lack of packet route can be established.
authentication, it is difficult for the protocols t 3) Group Signature: This scheme can
check whether a packet has been modified by aprovide authentication without disturbing the
malicious node. Recently, group signature is anonymity. Each member in a group may have a
introduced to anonymous routing. In pair of group public and private keys that are
Anonymous and Authenticated Ad hoc Routing issued by the group trust authority (i.e., group
protocol (A3RP) the routing and data packets manager). The member can generate its own
are protected by a group signature. However, signature by its own private key, and that
the anonymous route is calculated by a securesignature can be verified by other members in
hash function, which is not as scalable as the the group without revealing the signer's
encrypted onion mechanism. identity. The tracing of the signer’s identity and
Our proposed design of secure routing revoke the group keys can be done only by the
protocol based on Authenticated Anonymous group trust authority.
Routing Protocol(AARP). The proposing the B. AnonymousOn-demand Routing Protocols
system of framework and network assumptions There are many anonymous on-demand
for the TAARP protocol. The trust model is routing protocols. Similar to the ad hoc routing,
described. The illustration of TAARP protocol there are two categories: topology-based and
details including routing discovery and location-based, or in otherwise, node identity
maintenance procedures as well as trust centric and location centric. We compare the
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protocols in Table I, in terms of the key
distribution assumption, node anonymity in
route discovery, and packet authentication. The
observations are summarized as follows:

First, the routing protocols are designed to
work in d-ifferent scenarios. AO2P, PRISM,
and ALERT are designed for location-based or
location-aided anonymous communications,
which requires the localization services. Since
ours is for general MANETS, thus focus on the
topology-based routing rather than location-
based routing.

Secondly, as mentioned in Section |, SDAR,
AnonDSR, MASK, and D-ANODR are having
problems in meeting the unindentifiability and
unlinkability. The node IDs in a neighbor-hood
and along a route are possibly exposed in
SDAR and AnonDSR, respectively. The plain
node IDs are used in the route request of MASK
and D-ANODR. In this, we use the node’s
pseudonym instead of its real ID, to avoid the
information leakage during RREQ and RREP
processes.

Thirdly, some protocols adopt additional
authentication schemes to sign the routing
packets, including A3RP, RAODR, USOR, and
PRISM. Note that, MASK cannot sign the
routing packets although it provides
neighborhood authentication,. RAODR provides

Res. Eng. 2014, 2(4), 382-390

Network Scenario

In this section, we present our adversaries and
attack models as well as the network
assumptions and node model.

A. Network Assumptions

To denote a MANET by T and make the
following assumptions.

1) Public Key Infrastructure: Each node T
initially has a pair of public/private keys issued
by a public key infrastructure (PKI) or other
certificate authority (CA). For node A (&T),
its public/private keys are denoted by.Kand
Ka . Similar to the existing secure routing, we
assume that there exists a dynamic key
management scheme in T, which enables the
network to run without online PKI or CA
services.

2) Group Signature: Consider the entire
network T as a group and each node has a pair
of group public/private keys issued by the group
manager. The group public key, denoted by G
+, IS the same for all the nodes in T, while the
group private key, denoted bys@&or A €T1), is
different for each node. Node A may sign a
message with its private keyaG, and this
message can be decrypted via the public key G
+ by the other nodes in T, which keeps the
anonymity of A. We also assume that there

a master key mechanism, which cannot provide exists a dynamic key management scheme
the anonymity, traceability, and enforceability working together with the admission control
which are supported by a group signature. function of the network, which enables the
A3RP and USOR adopt a group signature and group signature mechanism running properly.
use secure hash functions to map the keys andSuch assumptions are also adopted in the
node pseudonyms along a route. The onion existing work of military ad hoc networks.
based routing is chosen to record the 3) Neighborhood Symmetric Key: Any two
anonymous routes, because the onion is morenodes in a neighborhood can establish a security
scalable than other mechanisms and can beassociation and create a symmetric key with
extended, for example to multiple paths. their public/private keys. This association can
Fourthly, we need to rethink the assumptions pe triggered either by a periodical HELLO
on the key distribution and node anonymity in messages or by the routing discovery RREQ
route discovery. For example, ARM assumes messages. For two nodes A and B (ASH),
that the source and destination nodes share athe shared symmetric key is denoted bys K
long-term session key in advance, which is not and used for the data transmissions between
practical for real-world MANETs. We assume them. There are some approaches supporting the
that the nodes are equipped with public and establishment of one-hop shared key, such as
private keys during network initialization phase MASK, RAODR, and USOR. In this work, we
and can generate the shared symmetric key inassume one of the approaches is available in T.
an on-demand manner. The notations are summarized in Table 1.
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3) Routing Table: When a node forwards a

TABLE | route request, a new entry will be created in its
NOTATIONS FOR SECURITY PRIMITIVE. routing table, which stores the request's
pseudonym and the secret verification message
Notation{ Descriptions in this route discovery. Such an entry will be
marked in the status as “pending”. If an RREP
“A+ Public key of node A packet is received and \verified, the
RA Private key of node A correspond_lng entry in the routing table is to be
GT + Group public key of network T updated \{Ylth.th? anonymous next hop and _the
GA Group private key of node A status of ac_:tlve . Meanyvhlle, a new entry will
S - be created in the node’s forwarding table. For
ymmetric key shared by nodés | | trv of the routing table i
KAB and B example, a sample entry of the routing table is
. (Req Nym, Dest Nym, V er Msg, Next hop
{d}K a. | Datad IS e_ncrypted by keyaK Nym, Status). The timestamp information of the
[d]Ka | Datad is signed by node A entry can be ignored to simplify the notation.
Data dis encrypted by shared k Protocol Design
d Kag Kas : In this section, we present the design of NRP
Data dis encrypted by one sym protocol. Considering the nodal mobility, take
(d)Ka | key of A the on-demand ad hoc routing as the base of our
Encrypted onion for message nith protocol, including the phases of route
O« (M) | key K discovery, data transmission, and route
One-time Nym. generated by £ maintenance. In the route discovery phase, the
NA indicate itself source node broadcasts an RREQ packet to
A special bitstring tag denoting tl every node in the network. If the destination
Dest destination node receives the RREQ to itself, it will reply
B. Node Modél an RREP packet back along the incoming path

1) Destination Table: Assume that a source of the RREQ. In order to protect the anonymity
node knows all its possible destination nodes. when exchanging the route information, then
The destination information, including one of redesign the packet formats of the RREQ and
destination’s pseudonym, public key, and the RREP, and modify the related processes.
pre-determined trapdoor string dest will be In network, the source nod§ discovers a
stored in the destination table. Once a session toroute to the destination nofle
the destination is established, the shared A.Anonymous Route Request
symmetric key is required for data encryptions Source NodeAssume thaSinitially knows the
in the session. Such symmetric key is generatedinformation aboutD, including its pseudonym,
by the source node before sending the route public key, and destination string. The
requests, and stored in the destination table afterdestination stringlestis a binary string, which
receiving the route reply. For example, a sample means “You are the destination” and can be
entry of the destination table is (Dest Nym,Dest recognized byD. If there is no session ke,
String, Dest Public Key, Session Key). will generate a new session ké§gp for the

2) Neighborhood Table: Assume that every association betweedandD.

node locally exchanges information with its |Dest.Nym. [Dest.Str Dest. Pub KeySession Key
neighbors. It can generate dif-ferent
pseudonyms to communicate with different [ND dest D+ SD

neighbors. The neighbours security associations  Then, S will assemble and broadcast an
are established as well as the shared symmetricRREQ packet in the format of (1). To simplify
keys. The information is stored in a the notation, we ignore the timestamp

neighborhood table. For example, a sample jnformation in the RREQ packet.
entry of the neighborhood table is (Neighbor

Nym, Session Key).
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S— #: [RREQ; Ng Vp; Vsp, Onion(9]Gs (1)
whereRREQIs the packet type identifieNsq is

a sequence number randomly generate8 foy

this route requestyp is an encrypted message
for the request validation at the destination
node;Vsp is an encrypted message for the route
validation at the intermediate nod€mion(S) is

a key-encrypted onion created ByThe whole
RREQ packet is finally signed b$ with its
group private kess .

The combination ofVp
similarly to the global
ANODR. We introducé/sp:

Vsc= (N)K,  (2)
whereN, andK, are two parameters created by
Sand sent td for future route verificationlN,
is a one-time nonce for the route discovery; and
Ky is a symmetric key.
The secret messayp is defined as:

and Vsp works

trapdoor used in

Vb = N,; Ky; dest Ksp; {KsptKp+ (3

If D is the receiver of the messade,can
decrypt the second part f, by its private key
Ko , and then decrypt the first part by the
obtained Ksp. Otherwise, the receiver knows
that it is not the intended destination.

If SandD have already establishédp in a
previous communication, the costly public
encryption in the second part & can be
eliminated, and the¥ is defined as:

Vb = N, Ky; dest kg; pad (4)
Wherepad is a pre-defined bit-string that pads
the message to a constant length.

VspandVp are separated in the RREQ format
(2). For anon-destination node, it can uSep
as a unique identity for the route request.

Now we describe the encrypted onion
Onion(S). Screates the onion core as follow:

Onion(§) = Okv (Ns) (5)
whereNs is a one-time nonce generated®to
indicate itself. The core is encrypted with the
symmetric key oK,, and can only be decrypted
by D viaK..

After sending the RREQS creates a new
entry in its routing table, which looks like the
following:

www.johronline.com

Req. Dest.NymVer. Next
Nym. Msg. |hop_ [Status
Nsc "D SD |N/A  [Pending

2) Intermediate Noderhe RREQ packet fror8

is flooded in T. Now we focus on an
intermediate nodé, as shown in Fig. 1. We
assume thatl have already established the
neighbor relationship witts and J. I knows
where the RREQ packet comes from. The
following entries are stored ir's neighborhood
table:

Neigh. Session
Nym. Key
'S Sl

N 1J

Once | receives the RREQ packet, it will

verify the packet with its group public k& ..
As long as the packet is signed by a valid node,
| can obtain the packet information. Otherwise,
such an RREQ packet will be marked as
malicious and dropped.

| checks theéNsq and the timestamp in order to
determine whether the packet has been
processed before or not. If thigy is not known
in the routing table, it is a new RREQ request; if
the Nsq exists in the table but with an old
timestamp, it has been processed before and
will be ignored; if theNsq exists with a fresh
timestamp, then the RREQ is a repeated request
and will be recognized as an attack.

Thenl tries to decrypt the part &fp with its
own private key. In case of decryption failure,
understands that it is not the destination of the
RREQ. | will assemble and broadcast another
RREQ packet in the following format:
| — #: [RREQ; Ng Vb; Vsp; Onion(1)]G,  (6)
whereNgq , Vp, andVsp are kept the same as the
received RREQ packet; the key-encrypted onion
part is updated toOnionl). The complete
packet is signed by with its groupprivate key
G .

| update the onion in the following way:

Onion(l) = Oksi (N, ; Onion(g) (7)
WhereN, is a one-time nonce generatedlkip
indicate itself; Onion(S) is obtained from the
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received RREQ packet; thiayer of onion is
encrypted with the symmetric kég, .
Whenl’s RREQ reaches the next hapl will

Res. Eng. 2014, 2(4), 382-390

decryption,J knows the RREP is valid and from
Np, andJ also obtains the validation ke,
Then J continues to decrypt the onion pait.

perform the same procedures and update theknows the next hop for the RREPNS.

onion in the RREQ with one more layer, which
is:
Onion(J) = Okiy (N5 ; Onion(l))  (8)
The routing tables of and J will also be
updated with a new entry as follow:

Reg. Dest.NymVer. Next

Nym. Msg. |hop  [Status
Nsc N/A SD N/A Pending
4) Destination Node: When the RREQ

packet reacheB, D validates it similarly to the
intermediate nodekor J. SinceD can decrypt
the part of \p, it understands that it is the
destination of the RREQD can obtain the
session keKsp, the validation noncé\,, and
the validation keyK,. Then D is ready to
assemble an RREP packet to reply $seroute
request.
B. Anonymous Route Reply

1) Destination Node:When D receives the
RREQ from itsneighbor], it will assemble an
RREP packet and send it backJtoThe format
of the RREP packet is defined as follow:
D — #: (RREP; N; Ky; Onion(J) Kyp)  (9)
where RREP is the packet type identifidl; is
the route pseudonym generated Dy K, and
Onion(J) are obtained from the original RREQ
and encrypted by the shared ké&yp. The
intended receiver of the RREPJs

2) Intermediate NodeWe assume thal has
alreadyestablished a neighbor relationship with
I, D, andM. The following entries are already in
J's neighborhood table:

Neigh. Session
Nym. Key
Np JD

N 1J

N MJ

If J receives the RREP fronD, J will
navigate the shared keys in its neighborhood
table, and try to use them to decryf;
OnionJ) Kjp. In case of a successful

www.johronline.com

ThenJ will verify the linkage of the received
RREP with its stored RREQ. It tries to use the
obtainedK, to decrypt the verification message
Vsp stored in its routing table. Ondefinds the
matchedVsp, it will update the corresponding
routing entry as follows:

Req. Dest.Ny |Ver. Next Statu

Nym. m. Msg.  |hop_ S
Activ

Nsc NA  ['SD Np e

SinceN, in Vgpis not issued by, J is not the
source of the RREQ, then it has to assemble
another and forward it. The format #§ RREP
towards the previous hdps defined as:

J— *: (RREP; N; K; Onion(l) K;;) (10)
WhereN,; andK, are obtained from the received
RREP; Onion(l) is obtained by from the
decrypted Onion(J); the shared keyK; is
obtained from Js neighborhood table. The
intended receiver of the RREP lisWhen the
RREP packet travels according to the layers on
the onion, it will start at the destination node
and move back to its previous node. Each time
the intermediate node can associate a value with
the underlying wireless link on which the RREP
travels, until the RREP packet reaches the
source. In our protocol, every node records the
one-time link pseudonyms announced by its
neighbor node. Then the intermediate nodes’
forwarding tables can be established after the
RREP’s trip.

After J updates its routing table, it will also
create a new entry in its forwarding table. It
may record the multiple paths found in the route
discovery. According to the topology in Fig. 1,
Js forwarding table may look like the
following, in which Nx;; stands for théth one-
time pseudonyms issued by noxte

D issues different pseudonym¥.; and Np.»
to J. Thereare two forwarding relationships at
J. N|;1 . ND;]_ andNM;l .
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Rt. Pre ho|Next  hog
Nym.  [Nym. Nym.
N|1 ND,
Nrt; 1 1 1
ND;
Nrt: 2 NM;1 2

Np:2 describe the two routes bf- J — D andM

—J - D, as shown in Fig. 1. It can be seen that
the forwarding table is made anonymous to any
nodes, except for the switching node that owns
the table. At the time of being anonymized, the
switching relationship at each node en route can
also be guaranteed.

3) Source Node:When the RREP packet
reachesS S validates the packet in a similar
process to the intermediate nodes. If the
decrypted onion coré&ls equals to one o8s
issued nonceS is the original RREQ sourc&
will update its routing table as follow:

Req. Dest.Ny |Ver. Next Statu
Nym. m. Msg.  hop_ S

Activ
Nsc Np SD N, e
Then the route discovery process ends

successfullySis ready to transmit a data along
the route indicated bi;:.
C. Anonymous Data Transmission
Now S can transmit the data @. The format
of the data packet is defined as follows:

S— D: (DATA; Ni; Pyate Kst) (11)
whereDATA is the packet typdy is the route
pseudonym that can be recognized by

Res. Eng. 2014, 2(4), 382-390

based on the existing on-demand ad hoc routing
protocol like AODV or DSR. The main routing
procedures can be summarized as follows:

1) During route discovery, a source node
broadcasts an RREQ packet in the format of
Q).

If an intermediate node receives the RREQ
packet, it verifies the RREQ by using its
group public key, and adds one layer on top
of the key-encrypted onion, as (7). This
process is repeated until the RREQ packet
reaches the destination or expired.

Once the RREQ is received and verified by
the destination node, the destination node
assembles an RREP packet in the format of
(9), and broadcasts it back to the source
node.

4) On the reverse path back to the source,
each intermediate node validates the RREP
packet of (2) and updates its routing and
forwarding tables. Then it removes one
layer.On the top of the key-encrypted onion,
and continues broadcasting the updated
RREP in the format of (10) when the source
node receives the RREP packet, it verifies
the packet, and updates its routing and
forwarding tables. The route discovery
phase is completed.
The source node starts data transmissions in
the established route in the format of (11).
Every intermediate node forwards the data
packets by using the route pseudonym.
Simulation Results
Throughput:

The simulation results are shown below

2)

3)

5)

downstream nodes; the data payload is denotedthat the novel routing protocols has the

by Pyata, Which is encrypted by the session key
KSD-

Upon receiving a data packet, every node will
look into its forwarding table. IN; in the data
packet matches one entry in forwarding table,
the node will forward the packet to the
anonymous next hop. Otherwise, the data
packet will be discarded. Following the similar
mechanism as the VCI in ATM network, the
data packet can be switched along the route
until it arrives at the destination.

D. Routing Procedure
The routing algorithm can be implemented
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performance of the throughput as high when
compared to the AASR protocol. The speed is
denoted in horizontal axis and its average
throughput is in vertical axis. By the graph it
notifies the Novel Routing Prototcol has high
throughput as compared to AASR.
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—m— NRP

Average throughput Per Flow{kbps)

Mean node speed(m/s)

Performance of the throughput
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End-end delay:
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